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Formulation of the problem. The creation of a
competitive enterprise in the conditions of integration
processes taking place in modern society is one of those
tasks that involve not only the creation of competitive
products but also the development of such economic
methods that allow the enterprise to compete in the
appropriate market environment. The processes of
clustering of enterprises in the regions of Ukraine are
aimed at using their advantages, namely sectoral, territorial
location, effective management, availability of specialists
and institutions for their training and advanced training,
social infrastructure, etc. The purpose of the clustering of
enterprises in the regions of Ukraine can be considered
the combination of social, economic, and environmental
components in the sustainable development of the territory,
the optimization of production processes, the creation of
conditions for the effective use of the available potential, the
increase in the number of jobs, as well as the improvement
of the quality of life of the population.

Analysis of recent research and publications. Several
works of domestic and foreign scientists are devoted
to issues of formation and development of clustering of
the socio-economic space. Among the scientists who
devoted their research to the methodology, mechanism,
and justification of the risks of enterprise clustering, we
can name domestic and foreign authors, among them
I. Budko [1], L. Vasilieva [2], |. Degtyareva [3], M. Porter [4],
V. Fedorenko [5], V. Khristianovsky, V Shcherbina [6],
and many other domestic and foreign scientists. The
authors published the results of scientific research, in
which organizational principles for the creation of clusters
were proposed, scientific-methodical approaches to the
formation of clusters and their state regulation, well-founded
principles, conditions, and perspectives of their functioning
and many other important issues were considered.

The existence of a variety of views on the formation
and functioning of the processes of clustering of the socio-
economic space both in regions and in the country as a
whole requires unification and improvement to ensure the
effectiveness of these processes. Therefore, the search for
the most effective form of integration of business entities
both at the state level and in each region is a very timely
and relevant task.

Goal. The purpose of the study is to substantiate risks
in the economic security system of enterprises in the
conditions of integration processes.
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Research materials and methods. The clustering
of enterprises takes place under the influence of various
risks, the occurrence of which is due to certain features,
limitations, and requirements for the course of this
process. The consequences of risks are the emergence
or strengthening of negative trends in the clustering of
enterprises both at the level of regions and at the level of
individual clusters. Justification of risks and understanding
the consequences of their impact will allow us to propose
a mechanism for their neutralization and prevention.
Therefore, there is a need to study the risks of clustering
enterprises in the regions of Ukraine under the conditions
of integration processes.

It should be noted that risk is an integral characteristic
of any socioeconomic system. In modern science, risk
is understood as the probability of the occurrence of
undesirable events. Risk is defined as a combination of
the probability and possible amount of damage, or loss
of resources, caused by a hazard. Taking into account
possible negative phenomena and processes creates the
basis for the effective functioning of clusters. There is also
an approach where risk is understood as the probability of
not achieving the set goals.

Accordingtotheapproach proposedby M. Porter, acluster
is a "geographically concentrated group of interdependent
companies, specialized suppliers, service providers, firms
in relevant industries, as well as organizations related to
their activities (universities, standardization agencies, etc.),
in certain areas that compete, but at the same time work
together" [4]. In the general sense, a cluster is considered a
set of individual elements that form a single whole to ensure
the implementation of specific functions. The combination
of these elements creates a synergistic effect, that is,
their interaction functions more efficiently than each of the
elements separately.

When considering the risks, the direction, and the
strength of their influence on the activity of the cluster, it
is important to pay attention to the fact that they largely
depend on the field of business activity.

The task of substantiating the risks of enterprise
clustering is to establish the force of their action and the
direction of influence, as well as to identify existing and
possible factors of danger, and to determine methods
of their neutralization. The consequences of risks are
the emergence or strengthening of negative trends in
the processes of creation and functioning of clusters.
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Attention should be paid to the existence of such a
category as a measure of risk, which turns out to be a
generally accepted classification feature that determines
the degree of uncertainty, the degree of possible losses.
The mathematical toolkit of probability theory is used for
risk assessment, namely standard deviation, variance,
mathematical expectation, and coefficient of variation. It
has been proven that the smaller the value of the standard
deviation and the coefficient of variation for the main
parameters, the lower the risk.

Research results. Considering the process of
emergence and the impact of risks on the clustering of
enterprises, it should be noted the presence of external
and internal risks. In this context, internal risks represent
interaction that occurs directly within the cluster itself.
Internal risks should include such negative phenomena
and processes, the likelihood of which is caused by
existing contradictions in the enterprise itself. The following
phenomena and processes can be cited as examples
of this type of cluster functioning risks. First of all, these
are the risks of the first group, the basis of which is The
second group of internal risks should include contradictions
that arise within the cluster (transportation, sales, supply,
personnel, management, etc.). The risks of this group also
include production and commercial ones, which are caused
by several changes in the field of production and circulation
(high level of wear and tear of equipment, accidents, low
level of organization of production processes, qualifications
of workers, and other reasons).

It should be noted that the direction and force of action
of internal risks are closely related to the conditions of the
interaction of enterprises in the process of financial and
economic activity (economic relations, features of vertical
and horizontal integration of adjacent industries, type of
enterprise activity, as well as the specifics of the cluster
organization and stage of the life cycle cluster and others).
It is also advisable to pay attention to the risks that arise
based on the ongoing integration processes.

It is advisable to consider external risks as risks of the
impact of the macro-environment, the effect of which is to
worsen the general conditions of the cluster's functioning.

Exirems

Comsequences
of risk

Acceptable

Insignificant

The emergence of these risks is provoked by general
economic trends that have developed in society. In modern
science, an approach is proposed, according to which
two groups of external risks of enterprise clustering are
distinguished [6; 7].

The first group includes risks related to the management
of the regional economy. The risks arising at the level of
management of the regional economy are considered to be
the following. Namely, the excess of costs for ensuring cluster
development over benefits; ineffective activity of the created
clusters; unjustified preferences for clustering participants;
lack of a real increase in the level of socio-economic
development of the territory, etc. [7]. The peculiarity of the
impact of these risks is that they create a complex effect. In
the event of their occurrence, there is a threat not only to the
business entities themselves but also to the overall socio-
economic space of the respective territories.

The second group includes risks associated with the
functioning of individual cluster structures of the enterprise.
According to this approach, special attention is paid to
industry risks, that is, the probability of company losses as
a result of changes in the economic state of the industry [3],
as well as regional risks associated with the features of the
socio-economic space of the corresponding territory.

Thus, it can be argued that in the process of creating
and functioning a cluster, a system of risks arises, which
affects the activities of enterprises, thereby generating the
systemic risk of enterprise clustering.

It is important from the point of view of assessing the
influence of external and internal risks on the clustering
of enterprises in the region that they can influence both
indirectly and directly. In turn, this provides a basis for
distinguishing direct and indirect risks of influence. It is
advisable to consider the effect of direct risks as an influence
on processes and phenomena, in the case of which
quantitative changes occur in indicators of the clustering
efficiency of enterprises in the region. The impact of indirect
risks consists of negative changes in quality indicators that
characterize this process.

Understanding the essence of the risk of enterprise
clustering in the context of integration processes is

Life
cycle of risk
situations

Ogcurrence
Activation

Concentration

Stages of nsk
situation
formation

Extinction

Meutralization

Fig. 1. Stages of the life cycle of risk situations and the consequences of their influence on the clustering
of enterprises in the context of integration processes

Source: constructed by the authors
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facilitated by a detailed study of its life cycle, which allows
for determining the stages of its formation, and the vector of
development, assessing the degree of change and possible
consequences of the impact. This awareness affects the
justification of the choice of the appropriate management
strategy, the creation of target programs, and health
measures, which are aimed at overcoming negative trends
in the formation and functioning of the cluster. Thus, it is
advisable to consider the impact of risk on the clustering
of enterprises in the conditions of integration processes
through its life cycle (Fig. 1) [8].

Correspondence of the stages of risk development
to the consequences of its influence on the clustering of
enterprises in the conditions of integration processes
forms the risk life cycle. In the life cycle, it is advisable to
distinguish the following interrelated stages: emergence,
activation, concentration, extinction, and neutralization.
The risk, during the passage of certain stages, changes its
strength, which is expressed in the change of pressure on
the object of influence, with the help of which it is possible
to judge the possible consequences on the formation
and functioning of the cluster. Based on the results of
researching the scientific literature, it has been proven that
conventional units or a qualitative scale are usually used to
assess the impact of risk.

Risk graduation takes place based on the proposed
scale of correspondence of its degree to the consequences
of its action. In modern science, there are many methods
of quantifying the degree of risk. These include indices
calculated by the Haner Institute (risk is graded on a
scale from 0 to 25 conditional units), expert scale based
on the Haner model (from O to 100 conditional units),
"Prince model" (from —125 to + 125), BERI indices (from
0 to 100), etc. The criteria by which the degrees of risk
are distributed in the reproduction of regional society's
vital activities are introduced based on scientific research
in the field of risk assessment by the following scientists:
T. Bachkai, D. Messina, V. Rudasheska, K. Tarasova. The
risk level scale that can be used in its integral assessment
is presented in Table 1.

Table 1
The scale of compliance of the integrated risk
assessment to the level of its influence
on the clustering of enterprises in the conditions
of integration processes

. The probability of an | Strength of action
Gradation . . .
of risk undesirable result and direction
(amount of risk) of risk impact
Practicall
absent ’ from 010 0.1 Weak
Low from 0,1 —t0 0,3
Permissible from 0,3 —t0 0,4 Moderate
Perceptible from 0,4 —t0 0,6
Critical from 0,6 —t0 0,8 Big
Disastrous from 0,8 —to 1,0 Maximum

Source: compiled by the authors

The procedure for measuring, taking into account,
and managing the risks observed during the clustering of
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enterprises should be carried out based on the identification
and assessment of all components of their impact (Fig. 2).

Thus, the expediency of the implementation of the
algorithm lies in the ability of business entities to implement
a justified risk management policy when clustering
enterprises in the context of integration processes. The
developed matrix of risks allows for illustrating their
influence on the processes of clustering of enterprises
in the conditions of integration processes (Table 2). Note
that the list of risks given in the table is quite conditional. It
can be expanded or specified following the situation under
investigation.

Source: compiled by the authors

Important, from the point of view of risk neutralization, is
the long period of their effects. Therefore, to eliminate the
negative consequences of exposure, an appropriate period
is required, which consists of two components:

N, =t, + t,, (1)

where Nr — is the risk neutralization period,

tr — is the risk period,

te — is the term for overcoming the consequences of
the risk.

Each of the selected risks (economic, political,
managerial, and industry) can exist both separately and
in combination with others. The cumulative result of the
interaction of these risks can be determined in a certain
way. The assessment of the synergistic effect consists
in determining the speed, strength, and direction of the
interaction of risks affecting the formation and functioning
of the cluster.

Se = f(En Ep, Ec, Ep), 2
where S, —is the total result of the interaction of existing
risks;

f(E, ..., Ep) —risk interaction function;

E, —is the result of economic risk;

E, — is the result of political risk;

E. — is the result of managing risk;

E, —is the result of industry risk.

The synergistic effect of the interaction of existing
risks can be presented in the form of a weighted average
indicator:

N
_ Z(a)z "x;)
R="5— 3)

.

1

i=

where — integrated assessment of the interaction of
risks;

w; — the specific weight of the indicator (risk);

X; — is an indicator characterizing the degree of risk;

N — is the number of considered risks.

Itis worth noting that if it is meant that the sum of weights
is equal to 1 (), then the formula looks like this:

N
R=§,(0),~ ), (@)

If we mark the previously defined risks of influence as
economic — X, political — x,, management — x,, industry — x,,
the formula takes the form:
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_ 4
R= Z((oi X;) = O+ 0,X, + 0% + 0,X, (5)

i=1
The combination of speed, the force of action, and the
direction of impact of the listed risks can increase the total

result of their interaction and in some cases, on the contrary,
reduce the impact due to their neutralization by each other.

Conclusions. The task of identifying risks is to establish
the force of their action and the direction of influence, as well
as to identify existing and possible factors of danger and
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Fig. 2. Algorithm of the process of managing risk situations in the conditions of enterprise clustering
Source: constructed by the authors
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Table 2
The matrix of the influence of risks on the processes of clustering of enterprises in the conditions of integration
processes
Risks of impact Cluster life cycle
on enter;_)rise . An emerging A growing Formed .
;Irl;?:tee;;gs Agglomeration (a) cluster (cb) cluster (p) cluster (cch) Transformation (T)
Economical (A) Aa Ad Ap Aco AT
Political (B) Ba B Bp Bcd Bt
Management (C) Ca Co Cp Ccp Cr
Industry (D) Da Dd Dp Dcd Dt

justify the methods of their neutralization. Understanding
the essence of risk affects the justification of choosing an
appropriate management strategy, the creation of regional
programs, and health measures aimed at overcoming
negative trends in the processes of enterprise clustering in
the context of integration processes.

The article substantiates that risk situations have a life
cycle, depending on the stages of which corresponding types
of consequences arise (insignificant, acceptable, significant,
extreme). Correspondence of the stages of risk development
to the consequences of its impact from the life cycle of the risk.
The proposed life cycle of the risk situation made it possible
to build matrices of correspondence of the degree of risk
exposure to the significance of the consequences and impact
of risks, as well as to develop a methodology for calculating
the synergy effect from the interaction of existing risks.

The risk, during the passage of certain stages, changes its
strength, which is expressed in the change of pressure on the
object of influence, with the help of which it is possible to judge
the possible consequences in the processes of clustering of
enterprises in the conditions of integration processes.
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BosipkiHa J1.B., BonuyeHko E.B. OOGrpyHtyBaHHsA
pu3KKiB y cuctemi eKoHOMi4HOI 6e3nekn nignpmemcTea
Ta 3acob6iB ix HiBeNntoBaHHA

MeTolo cTaTTi € OOrpyHTyBaHHS pU3WKIB B CUCTEMMU
€KOHOMIYHOi 6e3nekn nignpMeMcTB B yMOBax iHTerpauin-
HuX npouecis. Marepianu Ta metogu. Hacnigkamn gii
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PU3NKIB € BMHUKHEHHS ab0 MOCWUMEHHSA HEraTUBHUX TEH-
OeHuin y knactepu3aadii NigNpMEMCTB 5K Ha PiBHI perioHis
TaK i Ha piBHI okpemumx knactepis. OOrpyHTYBaHHSI pU3uKiB
Ta po3yMiHHA HacnigkiB X BNAWBY, AO3BONATb 3anpOnoHy-
BaTU MeXaHi3M iX HerTpanisauii Ta nonepemkeHHs. Pusnk
BM3HAYa€TbCA AK MNOEAHAHHA WMOBIPHOCTI Ta MOXIUBOI
BENuMYMHKU 36UTKY, BTpaTu pecypciB, 3aBgaHoro Hebesne-
Kolo. BpaxyBaHHS MOXMUBMX HErATUBHMX ABULL i MPOLIECIB
CTBOPHOKOTL NiArpyHTa Ansg edpekTUBHOro yHKLiOHYBaHHA
knactepiB. 3aBaaHHsAM OBrpyHTyBaHHSA pU3KWKIB Knactepu-
3auii NianpMeMCTB € BCTAHOBMEHHS Cunu X Al Ta Hanpsimy
BNNNBY, @ TAKOX BUSABMEHHS iCHYIOUMX Ta MOXIMBUX YWH-
HUKIB Hebesnekn, BU3HAYEHHS MEeToAiB iX HeWTpanisadii.
Pe3ynbraTtn. Hacnigkamu gii pusmkie € nosiea abo nocu-
NEeHHS HeraTMBHMX TeHAEeHUIn y npouecax CTBOPEHHS
Ta (pyHKUiOHYBaHHA knactepis. [Ana ouiHKM pU3WKYy BUKO-
PUCTOBYETLCA MaTtemMaTUYHUI IHCTPYMEeHTapii Teopii nmo-
BIPHOCTEN, a camMe CTaHAApTHE BIOXWMEHHSA, AMCMEepCis,
MaTemaTnyHe ouviKyBaHHS, koedilieHT Bapiauii. Hanpsam Ta
cvna Aii BHYTPILHIX PU3KUKIB MatoTb TICHUIA 3B’SI30K 3 YMO-
BaMKU B3aemofii nignpuMemcTB B npoueci ¢iHaHCOBO-roC-
NOAaPCbLKOI JisNbHOCTI. PO3yMiHHIO CYTHOCTI pu3uKy Knac-
Tepu3auii NignpremMcTB B yMOBax iHTerpauinHmx npouecis
cnpusie AeTanbHe onpawoBaHHS NOro XXUTTEBOTO LIMKIY, LLO
[03BOMSE BU3HAUNTU CTaAil noro opMyBaHHS, BEKTOP pPO3-
BWUTKY, OLIHUTW CTYMiHb 3MiHW Ta MOXMMBI HACNiAKW BNSINBY.
BignosigHicTb cTagin po3BuTKY pu3uKy A0 HacnigkiB noro
BNNMBY Ha KnactepuaalLito NignpMeMcTB B YMOBaXx iHTerpa-
LiMHUX npoueciB POpMYye XUTTEBUN LMK PUSKKY. Y XKUT-
TEBOMY UMK [OUINbHO BUAINUTM Taki B3aeMOMNOB’A3aHi
cTafii: BUHUKHEHHS!, aKkTMBI3aLisi, KOHLEHTpaLid, 3racaHHs,
HevTpanisauis. Pusumk, nig yac NnpoxomKeHHsi BU3Ha4YeHUX
cTagiv, 3MiHIOE CBOIO CUIY, sika BUPAXKAETbCS Y 3MiHi TUCKY
Ha 00’eKT BMNMBY, 3a AOMOMOIOK SKOI MOXHa CyAMTU Mpo
MOXNMBI Hacnigkn Ha OpPMYBaHHS Ta (DYHKLiOHyBaHHSA
knactepy. BucHoBok. O6rpyHTOBaHO, WO PU3NKOBI CUTYya-
LiT MaloTb XXUTTEBUN LUK, 3anNeXHo Bif, cTafili SKoro BUHU-
KaloTb BIiAMOBIAHI BMAOM HacnigkiB (He3HauHi, JonmycTumi,
3HayHi, ekcTpemarbHi). BignoBigHiCTb CTagii po3BUTKY
pV3uKy OO HacnigkiB Moro BrnuBYy (DOPMYKOTb XUTTEBUN
LUK pU3nKy. 3anponoHOBaHUA XUTTEBUWA LMK PU3MKOBOT
cuTyadii gaB 3mory nobyaysaTv matpuui BignoOBiAHOCTI
CTYNEHIO BMAMBY PU3UKY 4O 3HAYYLLOCTi HAcnigkiB i BNNnBY
pU3KKIB, @ TaKOX PO3pOOUTU METOANKY PO3PaXYHKY edhekTy
CuHeprii Big B3aemMogii iCHYOUNX PU3UKIB.

Knro4voBi cnoBa: ekoHoMiYHa 6e3neka, puUsmK, XXUTTeE-
BV LMKIT PU3KKY, LLKana pPiBHS pU3KMKy, anropmMTm npouecy
ynpaBniHHA PU3NKOBUMW CUTYaLigsMU

Boiarkina L.V., Boichenko E.B. Justification of risks
in the system of economic security of the enterprise and
means of their leveling

The purpose of the article is to justify risks in the
economic security system of enterprises in the context

of integration processes. Research materials and
methods. The consequences of risks are the emergence
or strengthening of negative trends in the clustering of
enterprises both at the level of regions and at the level of
individual clusters. Justification of risks and understanding
the consequences of their impact will allow us to propose
a mechanism for their neutralization and prevention.
Risk is defined as a combination of the probability and
possible amount of damage, or loss of resources, caused
by a hazard. Taking into account possible negative
phenomena and processes creates the basis for the
effective functioning of clusters. The task of substantiating
the risks of enterprise clustering is to establish the force
of their action and the direction of influence, as well as
to identify existing and possible factors of danger, and
to determine methods of their neutralization. Results.
The consequences of risks are the emergence or
strengthening of negative trends in the processes of
creation and functioning of clusters. The mathematical
toolkit of probability theory is used for risk assessment,
namely standard deviation, variance, mathematical
expectation, and coefficient of variation. The direction
and strength of internal risks are closely related to the
conditions of the interaction of enterprises in the process
of financial and economic activity. Understanding the
essence of the risk of enterprise clustering in the context
of integration processes is facilitated by a detailed study
of its life cycle, which allows for determining the stages of
its formation, and the vector of development, assessing
the degree of change and possible consequences of the
impact. Correspondence of the stages of risk development
to the consequences of its influence on the clustering of
enterprises in the conditions of integration processes
forms the risk life cycle. In the life cycle, it is advisable to
distinguish the following interrelated stages: emergence,
activation, concentration, extinction, and neutralization.
The risk, during the passage of certain stages, changes
its strength, which is expressed in the change of pressure
on the object of influence, with the help of which it is
possible to judge the possible consequences on the
formation and functioning of the cluster. Conclusions.
The article substantiates that risk situations have a life
cycle, depending on the stages of which corresponding
types of consequences arise (insignificant, acceptable,
significant, extreme). Correspondence of the stages
of risk development to the consequences of its impact
from the life cycle of the risk. The proposed life cycle of
the risk situation made it possible to build matrices of
correspondence of the degree of risk exposure to the
significance of the consequences and impact of risks,
as well as to develop a methodology for calculating the
synergy effect from the interaction of existing risks.

Key words: economic security, risk, risk life cycle, risk
level scale, risk management process algorithm.
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